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Abstract: Citizen oriented applications are high performance distributed applications that are meant to aid citizens in improving daily activities. High performance must be ensured even when the maximum number of simultaneous users is reached. This type of application has specific quality requirements determined based on well defined quality characteristics that integrate into a global quality system for citizen oriented applications. Security is a very important factor for citizen oriented applications due to the nature of the processed data. In order to determine the cost performance of a security system a thorough cost analysis is needed to extract specific parameters that affect the security cost of citizen oriented applications. The developed security model is integrated into a global development cost model in order to provide a complete image of project costs.
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1. Citizen oriented applications

Citizen oriented applications emerged as the users’ requirements increased more and more. The appearance of these applications was the natural reaction to the increased requirements. Citizen oriented applications have some particularities when compared with traditional ones:
· are distributed applications as the users must be able to access them regardless the location and the used computer; the client-server model offers these advantages to the users; the developers split the application in the client side and the server side; the client side is mainly a graphical interface with the user while the server side contains the logic of the application; the client is usually delivered as a web page and is compatible with all operating systems; the server side is usually specific to one operating system;
· have a light interface that allows users to select the options they desire with ease; the user interface is a problem for many applications; even if the logic of the application is good and provides the required functions, the interface is still the first thing one sees; if the interface is overcrowded the user feels overwhelmed and can’t use the application efficiently;
· have low maintenance costs as they have a long exploitation period after they have been developed; as these are used by citizens, so the target group is very large, any required changes must be operated very quick; the modular architecture of the citizen oriented applications ensures these modifications are executed rapidly and with low costs;
· have high performance and deliver the results very quick to the citizens; regardless the problem the application is addressing, the results are obtained very rapidly and are delivered to the citizens in the desired form.
As the number of simultaneous users of the citizen oriented applications is very high, the performance of these applications must not be affected by it. Citizen oriented applications must work the same if there are one hundred users connected or if there are ten thousands users connected. This goal is achievable as these are distributed applications that can run on many servers.
Performance can be improved through:

· optimized algorithms that save processor time and allow the processing of many data chunks at once; for these applications the algorithms must be optimized all the time in order to be able to sustain as many users as possible;
· elimination of redundant data from the results and input data to save bandwidth; even if the bandwidth and speed of modern processing units and work memories are very high, the reduction of data chunks may bring substantial performance increases as the number of simultaneous users is very high;
· passing some of the processing to the client; there are some operations that the server does on the input data that can be done by the client; these operations seem insignificant for the client’s computer but for the server the cumulated effort is considerable;
The performance of the citizen oriented informatics applications is always a subject of debate. In this case, the performance requirements are met if the citizens don’t wait for the result for a long time. For the citizens, the time between data input and results is in inverse relation with the satisfaction they resent after using the application. Assuming all other criteria are stable, the shorter the time, the higher the resented satisfaction is and the longer the time, the lower the satisfaction.
2.  Quality characteristics of citizen oriented applications

Citizen oriented applications must have some basic quality characteristics [1]:

· correctness establishes the measure in which perfect correspondence is achieved between the results from the test data sets and the effective results obtained inputting them; a test data set SDTi contains inputs, intermediary results, and final results; in the testing process data is inputted and intermediary SDTi results are compared with  the intermediary results returned by the application, respectively the final results from the test data set and the application final results;

· reliability gives the measure in which the application executes without incident the necessary processing for solving citizen problems; this characteristic depends also on the hardware components on which the application runs on
· high performance under maximum load; for the citizen oriented applications this means that the application must deliver the results in good time even when the maximum number of users is reached;
· user friendliness is of primary interest as the target group is very diverse and not all members have training in computer use; COIA addresses a large and diverse target group compared to a classic informatics application, this leads to the need of developing a easy to use interface;; as the majority of citizens that use the application are not IT specialists, the friendly GUI must characterize COIA and allow all users to solve their problems.
The list is not exhaustive and may include other characteristics. The ones presented here are very important success factors for the citizen oriented applications.
3. Security of citizen oriented applications
The security requirements for a distributed citizen oriented application encompass the need for confidentiality, integrity, availability and reliability.

Security is the characteristic of a distributed system as what is materialized through the ability to protect the logical and physical resources of the system. Security is according [2] represented by the measures taken to protect a system. Security is also considered as a condition of a system resulting from the establishment and maintenance of measures to protect the system.  Information security is defined in [3] as the protection of information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order to ensure confidentiality integrity and availability.

Integrity means guarding against modification of incorrect or destruction and includes ensuring information non-repudiation and authenticity. Confidentiality means keeping restrictions on access and publication permitted, including means for protecting privacy and property rights to personal information.

Availability is the assurance of timely access to information and trust. IT systems implement the following methods to secure computer systems:

· authentication is the process of confirming identity, before an application to authorize access to protected resources is necessary enforcement of authentication processes to establish user identity and verify that he information given by him in the authentication process are or are not recorded in the database associated group of users of distributed information system;

· authorization is the process of setting user permission access to protected resources within the distributed computer system, even if a user is proving to be recorded in the associated database user group does not mean that the system has access to resources;

· data protection is the process to ensure confidentiality and integrity of data stored in databases distributed systems, encryption provides data confidentiality;

· auditing is the process of monitoring and recording of activities and events taking place in the distributed system to detect any anomalies or failures of security of the system.

Security is important to citizen oriented applications because it ensures increased reliability, data integrity and service availability to application users.
4. Security cost models for citizen orientated applications

Cost is an important factor for choosing a security system. In implementing a security system costs are distributed as follows according to [4]:

· environment  analysis costs which are represented by the amount of time analysts and managers invest in determining the specific characteristics of the environment in which the security system will operate;

· system analysis and  planning costs are determined by the effort of establishing system boundaries, permitted operations, user groups permissions and risk estimations;

· development costs are quantified by the development team efforts to code the security system based on the specifications elaborated in the previous stages of the security system’s development cycle; testing costs are also placed here as detected defect will go back for resolution at the development team; 

· maintenance costs are defined by defect fixing effort and other issues that affect the expected functionality of the security system that need fixing in order to obtain the behavior described in the specifications.
Security costs vary according to environment factors like difficulty [5], development team efficiency, security research effort. Difficulty D is determined using:
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where:

NM – number of new modules;

RM – number of reused modules;

TM – total number of modules.

Development team efficiency DTE is determined using:
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where:

NCP – number of communication paths;

NMT – number of team members;

Security research effort SRE is determined using:
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where:

NNV – number of new vulnerabilities which the system does not handle;

NCV – number of currently fixed security vulnerabilities.

For a set of environment factors EF = {D, DTE, SRE}, the security cost estimation Es is:
[image: image4.png]



where:

fi – the ith environment factor from the EF set;

Se – the estimated size of the software in lines of code;

Pf – the productivity factor;
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where:

MH – man hours;

LOC – lines of code.

The number of lines of code is estimated based on past projects and expert judgment from team leaders. 

The security cost model is included in a global cost estimation model:
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where:

ER – requirements cost;

ED –development cost;

ET – testing cost;

ES – security cost
Security costs are necessary for proper project estimation especially for citizen orientated applications where the restrictions are more severe compared to standard distributed applications.

5. Conclusions
The citizen oriented informatics applications appeared as a consequence of the increasing user requirements. These applications have some particularities when compared with traditional ones. The performance of these applications is high regardless the number of simultaneous users. The performance can be improved in various ways. Some quality characteristics must be possessed by these applications in order to ensure their success. Security cost estimation is used to determine a particular cost aspect of the global development cost estimation. Using a security cost estimation model provides better estimation considering specific aspects of developing a security system like security risks, vulnerabilities and research regarding the newest threats in the online environment.
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